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In there motu we introduce one of the

first applications of QM for quantum communication

mainly the generation of a common secret they

between two distant parties •
We Spui ficelle

concentrée here first on the Bennet_ Brassard in

1984 and then we briefly discuss a variant

called the Bennet Issn protocol .

we suppose that Alice CAI and Bob (B)

au two distant parties which want to generale

a one -time pad en in other much a common

secret string of hits while being distant . The

one - time pad should not be communicateur from

A to is a from Bto A .



②

A
"

one- time pied
"

is
a Yuen-

✗
,
- - - ✗µ of secret hits Shared by A and B . When

A want to encrypt a menaje m, Mz - - - nu

(with mi c- {o, is ) she does mi-m~i-mc.to ✗i

module 2
.

The encyphed message uti is sent to

Bob who deuypts it by mij → Fui ① ✗
i
-

_ mi .

Am eaves dropper ( Eve ) cannot dece >ptmi as

long as the are - time pad has meinen been revealed

en intercepted .

NX : some times are talks about quantum

cryptography but this is am chun of language and

it is more correct to talk about Quantum Key

Distribution .



③
BB 84 protocol .
=

Eˢ
"

A
"

generales

random bits e
, ez

- - - en C- { o, /5N .
There

are kept secret for the moment . For G
she generales a qu hit in

the State

IX;) c- { 10 >
,
Il > } where Xi is random .

( she can for example randonnez crient a pole rites

ein the horizontal /vertical direction la generale a

polarisation state of a photon . ) . Fa G

she generale a qu hit in the state

to ) ± I I ) where the choie of I is Kundan .

T

( she can do this by aiati.mg a polarités et .

45° / 135° ) .

In summary Aliu has çenevated a



①

vaudou sequence l, -
- - CN c- { a

, /
SN and

qubits in the strates H
"
/ ×;) .

We recale that tt = L (! - ! ) me Hadamard
f2

metrix operate as

H lo) = >
; HIN =

'

¥
"

.

Alice rends at each instant c- =/ - - - n the

hit H
"
/ ✗i ) to Bob while

kepizeishllxuet.P@BeblsdecedinfpwcedIiXi_B-.B
} generale a sequence d, - - - du C- {o.is

"

which the keeps secret .

For di = 0 Le measure the received



⑤

qubit in the computational basis ( lo ), lis} ,

For die I he measures the received shit

in the Hadamard basis ( lo ) t"> J .
T

'

So for di =o Le jets mea> outcome of the

qubit to ) or I I )
.
He records a classico l

bit
y , ces follows 10 ) → O

j Il >→ 1
.

~ -

Ji Ji

And fa di -_ 1 Le get the measurement

outcome 10¥ '> a 10¥
>

.

He records

yi as fallu 10¥
">
→ ai -_ ◦ ; 1¥

">
→y;-1 .

[For example there measurement can be done

with analyseurs and photo detector . ]



⑥

④ ±blicCanmmiatiapha_✓
A and B exchange Meins bits e

,
- - - en and

d) - - - du one (public) classico communication

Channel . It is important that they do so often

they collectes their measurement remets which are

kept secret .

• If Ci -- di they beep Xi and yi . They

also know (as shown belew ) that Xi = yi and

this constitute a common secret hit for the one- time

pad .

• If ci # di they discord xi and ji . Infect

as sharm belew we have

phohlxi = izi ) = pub ( ✗i # zi ) = 'te



⑦

At this point A & B have managed to

guerche ¥ common secret hits since Prob (ei -_ditt .

There are the hits used i- the final are - time pad

bit there is first a Security check i

④ JFinalsecurit.ge#k--

A & B exchange a fraction C- ¥ of their

"

sa proudly
"

common bits @ < C- « l ) over

the public classical channel and check if

# (bits Svt ✗F2 :) ≈ c- Nz .

If the tent
panes to

"

sufficient good précision

they dealer the one - time pads Secure . OtherWire

they stop the communication process .

In Theory the tent should pass exactly nneaniz



⑧

met # ( hits s.tn ✗ e- = y ;) = C- In exactly .

But in practica there wel Iwcys be a Smell

amount of maire in the channel and waybe also

measurement mars. This no in should he choreebnited

and law enayh so met are moy be certain that

the errors come from meine and not from

the interference of an caves chopper .

Anelynis of BB 84 .

-

We first show Net

{ thob ( Xi = zi Ici -- di ) = 1
Mot ( x; =/ si / ci -- di ) = o

and Reh ( xi = si / G- =/ di ) = 'h{Pris Cxi ≠ zilei ≠ d.) = %



⑨

PII : Alice rends H
"
/ ✗i ) and

Bds mus receiver this State
.

He meunier in

the basis ( Halo ) , Hdi/ a> }
So he get the measurement Outcome

di

• H lo ) (so Le records y ,- = o ) with

probability / Lol HᵈᵉH"/ ×;)/
2

• Hdi L1 ) ( so ke record zi =/ ) with

rwhahih.ly/C1lttdiHei1xi)/2Phh(xi--yilei--di)=PwhCyi--
o
, ici =_ Ici -- di )

+ Rob Cgi --1 , ✗ i =L Ici =di )

= Roh (yi-olxi-o.ci --di ) Pubcxi =o Ici -- di )

+ Mnh (zin-llxi-1.ci-di ) Moh (×i= 1 Ici = d' )



④
= Pnh ( Ji =☐ | ✗i-o.ci -- di ) Roh Cxi = o )

+ Rh ( à = I I Xi =/ , G- = di ) this ( Xi = 1)

• Fer ci --di we have H
" Holi = 1

.
Thus

{ Pub ( si -0 / ✗i
-

_ a ici =D . ) = / (o / o ) /
"

= 1

P- L ( yi = Il ×,- = 1
, 4- = di ) = /< 1 / il /

~

= 1

Also in au Ideal situation Mwh ( ×
,

-

= o ) = Rh (×
,

-

= 1)= { .

⇒ |RhC✗i=aiIei=di)='-
• fa ei =/ di we here M

" télé = H
.

Thus

{wh (si:O
/ ai =- , ci =/di ) = / (o / Hlo> l'= {

Roh ↳ici / ici =/ , ci =/di ) = /< 1 /H/ i )/ 2=1

Therefore - similar calculekan shows

|M(*i=zilei≠di)=±===.

-



④

Attacks from Eve
.

=

The general idee is that if Eve Intercept

a g-
bit in the state H

"
/ ✗i ) ( sent by A)

she must measure it to extract some i- formation .

However she does met know which is the correct

bu-sisi.SI/-K-ei !

So she null Choon a random basis ( soy )

Ei €4 , 1f i fa Ei =o → computationnel basis

fa Ei = 1 → Hadamard basis
.

Once measured the photon is left in stade

and sent to Bob

HE" / o ) a HE" 11)#Êi the

some wudishnbed shete H
"
/ ✗i ) when Ei = ci .

Otherwine of Ei =/ ci it is the some State alz with

probability 420



④

Beh wrll thus receive the correct stade H
"
/×;)

when Ei e ci which hagens with poh V2 .

And he whl receive the way state when Ei I ci

which also hoppers with prob the .

Cet un compte Un pub of Xi -_ izi given ci =Di i

Roh ( ✗i -_ zilei =D .)

=
Mnh ( ✗i = zilei - di , Ei - Ei ) Prob ( Ei -- ci )

+ Prob ( ✗ i = zi / ci
-
-di , Ei ≠ ci )

Prt (Ei ≠ ci )

Fa (ci = di , Ei -- ci ) we here di = Ei thus as

befao Prob (Xi =3; Lci = di , Ei - ci ? = 1 .

For Ci = di , El . =/ ci ) we here di =/ Ei this as

befae we all hace Pub ( xi = Zilei-di> Éi Ici )-{

⇒ Pwhcxi -- zilei -di ) = 1. ≤ + ± . ± = 3-4=751.



④

Jᵐˢʰ"Ï^ᵗ"%ᵈᵉᵗ&""ᵐᵉᵉ÷is low enonjh A & B wall notice the presence

ofE_

Remonte ;
Anakin attock of Eve would be to

mm

Intercept the qnht i- State H
" / ×;D andcltunpt

to create a copy H
"
/ ✗i ) * H"/ xi ) j keeps the

copy
till the encoding ei and measurement basis di

are revealed
,
and do the measurement in the

correct bacille ou . Haven by the

mo-cloninjtheoum-it.isimpossible to copy all four

possihl statu lo)
,
Il >
, ÷ç > , 10¥

>

with the sameunihatzhransfnmahian-a.fr Ere

tres arly e % chance to get the correct
"

copy
"
.



④

BSI.pro/oeol-i

We notice that in BB 84 A une two

emailing b-sis ( lo ), Il> } and { It> , 1-> ] .

This is Sometime ealled
"

conjugale Coding
"

.

In fact are can devine a simple Protocol

where she unes alz hwa non - orthogonal strates

lo ) and It > = 10¥11 .

• So A generales ci c- {a> if at tandem for L'=/ - - - N

and rends 10 ) of ci - o and '

↳, Ici=/.

• Bob generales di c- {est} at random and measure

i- the camp hosts of di = o & in the Hadamard has is

of di = I . His possible outcomes are to>
,
Il> ,

10¥" s

'¥
"

•



④
when he get to> a 10> + il> Le records Yi = ◦

Tn

When Le geh K) a !> Le records Ji = +i.

• We Show Selon that :

Pub (i = i - di I Ji ± 1) = 1
.

Thus the idea this time is that B wreath ayi

on a public communication channel .

Ifzii
they know that ci = i- di which Kristen

theinanehimerad ( Bob soy has to Lake

di → À = /-di

to mek the ci of Alice )

If are the other hand then they diaconal

ci & di ,

Remy : In this protocol the one- time pad is formed

by the encoding/deeedi-y basis bits .



④

• finally they sacrifice a Small fraction of

hits for a Security check
-

A-aGsi

We prove that Prob ( ei =/ -di / zi =/ ) = 1 . .

By Bayer law this Mhatre . tz is

Pwb(zi=1lei=tdi)Rh(ei=td#
Prob (ziel)

Non Î&z .
When ci =/- di

,

for example ei =/ , di = o the hransmilted hit is

10¥> and the measurement is done i- the

{ tu>, 11)} basis .
The venault is to ) with prob 42

and It) with pub % .
Ç Bah records yi = 1 with

pub 1/2 . For ci"
,
di = I the situation ie similar

.

Thus |Pwh(yi=1/ei=tdi)=-



④
finally for the devenu indou

Prob (yi = 1) = Rob (zizi / ci=/ - di ) Rollei =/-d.)

t Pol (yi=/ Ici =D . ) Rollei≥ dit

- "

exercice
"

= { . { * 0 .

'

z
= 1-

.

4

Putting evugthi-y topher :

Pnl ( ei :-)- di Izi =#D= %y; = 1-
TA


